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USER_DB = {
"admin": "8c6976e5b5410415bde908bd4deel5dfb167a9c873fc4bb8a81f6f2ab448a918"

}

def hash_password(password: str) —> str:
return hashlib.sha256(password.encode()).hexdigest()

=L =
1. 2214585t .
def authenticate@usekname: str, password: strm -> bool:
. ﬁ %%ﬁx ’ Ei@ SHA-256 bug{gﬁ%ﬁg{ﬁ ’ return username in USER_DB and USER_DB[username] == hash_password(password)
HRIRPENZR -
. API 553Ki@iB Bearer Token (API Key) #E{TIRHE » i A
Iﬁt*%@*ﬁ*ﬁﬂgﬁﬂy ° j*fI’I‘;;;ii;;;g:it- :;ilj;yst.session_state:

st.session_state.chat_history = []

# Display chat history
for msg in st.session_state.chat_history:
with st.chat_message(msg["role"]):
st.markdown(msg["content"])

# Handle new messages

‘f\. . .
2. ) I EE-QE : if prompt := st.chat_input("E#ARE"):

user_msqg = {"role": "user", "content": prompt}
st.session_state.chat_history.append(user_msg)
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with st.chat_message("assistant"):
with st.spinner("B&d..."):
response = call_rag_api(prompt, st.session_state.chat_history)
st.markdown(response)
st.session_state.chat_history.append(
{"role": "assistant", "content": response}
)
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# Configuration
API_CONFIG = {

"url”: "http://localhost:30
3. EIZERGRIR ¢ "key": "AMSMXQA-PR14GY0-]IWI
- FIREFIINRESE A JSON B FiXFRin
RESTful APIL,
. 12 E’J AI * i*EH;J: hy ﬁgﬁ:ﬂ%ﬁjﬁt:ﬁﬁﬁﬂg , def Ei;:l_rag_api(message: str, history: List[Dict] = None) -> str:
1@ jn\l:l Bl JHE'EE,-R o headﬁgic:pi": "application/json",

“"Authorization": f"Bearer {API_CONFIG['key']}",
"Content-Type'": "application/json"

}

payload = {
"message': message,
Ilmodelt: Ilqueryll

4. BDBS B IS REHERIRIE JE=E

° %%ﬁiﬁi@ HTTP I;_i{é EEJ 9 Iﬂfﬂ#j"‘; lresponse = requests.post(API_CONFIG(['url'], json=payload, headers=headers)

”EE&?T&E%‘%H*E ’ EEL%*EEE o response.raise_for_status
/ N
TR

data = response.json()
return data.get("textResponse", "#E;E¥HI[C]E")

except Exception as e:
return f"§EER: {str(e)}"
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